New Products (Second Quarter FY22)

Background

The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides
security education, training, and certification products and services to a broad audience supporting the
protection of national security and professionalization of the Department of Defense (DOD) security
enterprise.

CDSE Content Areas: Counterintelligence, Cybersecurity, General Security, Industrial
Security, Information Security, Insider Threat, Operations Security, Personnel Security,
Physical Security, and Special Access Programs

Highlight Summary
CDSE provides courses and products that keep pace with changing policies and evolving security
environments. During the second quarter of FY22, CDSE released the following:

e New Courses: Personnel Security, Industrial Security

New Webinars: Personnel Security, Industrial Security
New Posters: Personnel Security

New Job Aids: Personnel Security, Industrial Security
New Case Studies: Insider Threat

NEW!!
Training Products

Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.

e Introduction to Personnel Security (PS113.16)

This course introduces the management practices and procedures required to administer the
DOD Personnel Security Program (PSP) at the military base/installation level. The course
provides an overview of the elements of the PSP to include: designation of sensitive duties,
investigative, and adjudicative practices.

https://www.cdse.edu/Training/eLearning/PS113/

e Security Support to International Programs in Cleared Defense Industry (1S181.16)
This course provides a basic overview of relevant statutes, agreements, executive orders,
policies, basic concepts and principles, and the roles and responsibilities of key players in
international programs with special emphasis on the responsibilities of DCSA Industrial Security
Representatives (ISR).
https://www.cdse.edu/Training/eLearning/IS181/
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A series of recorded, live web events that address topics and issues of interest to defense security
professionals.


https://www.cdse.edu/Training/eLearning/PS113/
https://www.cdse.edu/Training/eLearning/IS181/

e Mental Health and Your Security Clearance Eligibility
This webinar discussed stigmas and concerns among security professionals/other cleared personnel
that seeking behavioral health treatment could result in a loss or denial of security clearance
eligibility.
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Mental-Health-and-
Your-Security-Clearance-Eligibility/

¢ Industrial Security Webcast: Counterintelligence Awareness and Reporting for NAESOC
Facilities
The session provides standard counterintelligence and reporting requirements for facilities that are
assigned to the National Access-Elsewhere Security Oversight Center (NAESOC).
https://www.cdse.edu/Training/Webinars-and-Conferences/\Webinar-Archive/Counterintelligence-
Awareness-and-Reporting-for-NAESOC-Facilities/

i} Posters
Security products designed to provide quick reminders on specific issues or events

e Continuous Evaluation Poster
This poster serves as a supplemental tool to remind team members of the benefits and features of
Continuous Evaluation.
https://www.cdse.edu/resources/posters-personnel-security/Article/2992838/continuous-
evaluation/

e Reporting Requirements Poster
This poster reminds all team members of the importance of understanding and maintaining their
National Security Eligibility by being aware of all of their reporting requirements.
https://www.cdse.edu/resources/posters-personnel-security/Article/2992821/reporting-
requirements/

i} Job Aids
Security products designed to provide guidance and information to perform specific tasks

e Industrial Security Job Aid: Industrial Security Program Annual Planner
This job aid serves as a supplemental tool to help support and grow industrial security training
and awareness within your organization. It is a combination of performance support tools selected
from various security content areas that comprise the industrial security discipline that you can
utilize to promote security awareness throughout the year on a monthly basis.
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/Industrial-Security-Program-
Annual-Planner.pdf

= Suitability Factors Job Aid
This job aid is a quick reference for those wanting to learn more information about the factors that
could lead to the rejection of a candidate for service in the Department of Defense or other
Federal Government agency.
https://www.cdse.edu/Portals/124/Documents/jobaids/personnel/Suitability-Factors.pdf

Il case Studies
Analyzed accounts of real-world security activities, events, or threats.

e Insider Threat Case Studies — Reality Winner, Mark Steven Domingo, Emily Hari, Russel
Langford, Song Guo Zheng, and Izaak Kemp

These case studies focus on Reality Winner, Mark Steven Domingo, EmilyHari, Russel Langford,
Song Guo Zheng, and Izaak Kemp. Learn about the unauthorized disclosure, aiding terror group,


https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Mental-Health-and-Your-Security-Clearance-Eligibility/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Mental-Health-and-Your-Security-Clearance-Eligibility/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Counterintelligence-Awareness-and-Reporting-for-NAESOC-Facilities/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Counterintelligence-Awareness-and-Reporting-for-NAESOC-Facilities/
https://www.cdse.edu/resources/posters-personnel-security/Article/2992838/continuous-evaluation/
https://www.cdse.edu/resources/posters-personnel-security/Article/2992838/continuous-evaluation/
https://www.cdse.edu/resources/posters-personnel-security/Article/2992821/reporting-requirements/
https://www.cdse.edu/resources/posters-personnel-security/Article/2992821/reporting-requirements/
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/Industrial-Security-Program-Annual-Planner.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/Industrial-Security-Program-Annual-Planner.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/personnel/Suitability-Factors.pdf

domestic terrorism, hate crime, economic espionage, and mishandling of classified information
and the sentences, the impact, and the potential risk indicators that, if identified, could have
mitigated harm.

https://securityawareness.usalearning.gov/cdse/case-studies/index.php
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